C

A

s

-
-
.
-
-
-
.
-
-
-
-
-
-
-
-
-
-
-
-
-
=
-
-
-
-~
=
-
-
-y
-

GRUEE R RN A VR EERRREREE




X HTTyD UCUa usaa@emsmﬂmécubmess
fedfrequds s po BB FpE R

B R EAC
X Statel&@elirequésee neapoﬂs@@rv,érae i







a\Videb Browd¢C UY 0 - EO OA 6 &

ASeSSJ%mb e@eaéEt—lJJW“'Sermé@i SR A
¢ Web GefE i § U (




kR 0Session

rd

NS R




PGl aﬂ%@m

y U6 O@ddgie/Chrdhiele i

aeédvaAcﬁfEﬂaaWontsettlhgs
@oBkiEST AIHD

0
6 6 ADANEHEERUEGERABIESearmabokies

— i

(¢0)

L& Settings x

« > C |§ Chrome |cI“rome:_;',-'se’[tings_;’-:cntent;'cockies Q ‘ﬁ| :

Q, facebook

All cookies and site data
= ay i - O X
£ Settings x
REMOVE ALL SHOW -
& c |§ Chrome | chrome://settings/cockies/detail ?site=facebook.com Q {?| :
o developers.facebook.com
Local storage
M facebook.com
10 cookies
m |.facebook.com
Local storage Content
1289626311
staticux facebook.com
D b [ | )
Local storage Domain

facebook.com

www.facebook.com

Path

Send for
Secure connections only




6CoO0i aoUaul aaAZxEmid

[ AN N s

(R %

Ed Facebook ®

&«

c | 8 Secure | https://www.facebook.com

&3 Theerayut

HUHan

e | Neerayut Thon... / astnad | B dadusilawAdla | @ idTasanaada 229517
| Wazn e = S
= e, ul sag T @ unn(ia) % 7 8 .
4 [
[ ﬂ Elements Console  Sources Performance mory  Application  Security  Audits : X
Storage “ Filter
» EE Local Storage Value Domain | Path Expires / Max-Lge Size Sec.. |Sam..
» 5 Session Storage __utma 205738533.2039236764.14... | .gppon... |/ 2018-04-02T0%:41:54..., 63 -
> £ IndexedDE act 1508706360719%:2F30 facebo... |/ Session 21 o
£ Web50L c_user 1289626311 facebo.., |/ 2018-01-21T13:13:00.... 16 o
¥ @ Cookies datr McOBWOTABNKERCECAY]a... | facebo.. |/ 2019-09-14T17:58:08.... 2B
@ https:/fwww.facebook.com dpr 1 facebo.. |/ 2017-10-30T12:36:26..., 4 o
fr OLvIRT3euOpkSPewy AWW... | facebo.. |/ 2018-01-21T13:13:09.... 81|+ |
Cache B n farehn |7 2017-12-13T17-58.08 ER i -




<php’
setcooieycookidvalug

HTTP header

\) "4

setookieycookialug

_EK

<Pphp
$nycoo |¢F$ COOHiEy cooKig
81T T e

Web Server

HTTP header
cookienycoorialue




-— A N

x HTTPUC U & Uﬁq@e%&?rm%@épo %
N

X Statel&&:aelirequés.ae e 80 HSG drvaseE AL

x RequAsiBaspohghir

x Sesshanage s BUAGANGHBON seirGe\ IBHErequest

N\ =\ x N\

a OSerupeHALbI OStateless



1 Sessi O’Mg emen t’ s

x (8 HER RHEAO U @6 SdssianadementO -
Ay @@Slgnmla!y a SnYaree - Al -C




a\Videb Browd¢C UY 0 - EO OA G &

ANVI

ASeSSI&mb e@e&ﬁﬁﬂSe’rmawi 3@@&&)@@

YU - EoOAoa




Cookie! '

x CookE0% a8 HiN Uname=Viasri dservaiclent
x CookieOA N A skl e n@EEGEAKED 4 U

N\ 7 A\ 7

| cEEOANREE e qUASH SR riiais
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Set-Cookie: username—Tomasle
Content-Type: te);tgl;'ntml
nt-Length: I
f)(a)l:et:eWed. 19 Nov 2003 03:25:40 GMT
Server: Apa(he—CoyOte/l.l
Connection: close

respolEsé&éver
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<html>

2 /html>

POST /select/selec
Host: »va.wickedIysmarL
User-Agent: Mozillass o
Cookie: usern

tBeerTasteZ.do HTTP/1.1
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<<interface>>
javax.servlet.http.HttpServ
getContextPath()
getCookiesO
getHeader(String)
getQueryStn’ng()

getSession()
// MANY moré methods...

letRequest

Cookie(String, String)

String getDomainy()
int getMaxAge()
String getNamey)
String getPathy()

<<interface>>
javax.servlet.http.HttpServietResponse

boolean getSecure()
String getValug()

addCookie()
addHeader()
encodeRedirectURL()
sendError()

setStatus()

// MANY more methods...

void SetDoma,'n(Sm-ng)
Void setMaxAge(inf)
void setPathSting
void setValue(Sm'ng)
/@ few more methogs

javax.servlet.http.Cookie




@VebServlet ("/ CookieTest ")
public class CookieTest extends HttpServiet {
public void doGet(HttpServletRequest request,
HttpServletResponse  response)
throws [OException , ServiletException {

String name = request.getParameter  ("username" );

. — é(}cbj@_cE_ Cook
/‘\ r.g"\a,\%tﬁ Q ~8,@

cookie.setMaxAge (30 * 60); ACUDAAVENGED 0 6 O dVEGI/E

Cookie cookie = new Cookie( "username" , name);

response.addCookie (cookie );

} N

} A cookie UHT GESponse
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» 1 Frames Name 4 |Value
}.iWeb SQL usemame | Pikachu
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> B Local Storage

» B Session Storage
¥ & Cookies

| Flocalhost
ES Application Cache
I 1 Cache Storage
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@VebServilet ("/ CheckCookie")
public class CheckCookie extends HttpServiet {
public void doGet(HttpServletRequest request, HttpServietResponse response)
throws [|OException , ServiletException {

response.setContentType ("text/html" ); O €dekie ¢-1ATP rque,St
PrintWriter ~ out= response.getWriter  (); / E i GbetiCEoKRLE X
name=\@kigd 18 507 40
Cookie [] cookies = request.getCookies ();
if (cookies!=  null ){ N e e
for (int i =0 i < cookies. length ; i++){ +— €88l &JCooK@ED

Cookie cookie = cookies[ i ];
if (cookie.getName ().equals( "username")){ +— * - Gopkiedsériean

String userName = cookie.getValue (); Ak AaHelld 6 a

out.printin ~ ("Hello"  + userName); Qﬁm 4 MW|COOKIe

break ; : .
AeoUaUaocE
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Aeef) Whaaere

A x langjuaedAe@@s Welcome"
A x langjuabhaZ@esa DU O d) & o U

jlheerayut] — O e jlheerayut] — O e
[ localhost:8080,/TestWeb/C X [ localhost:8080,/TestWeb/C X
<« C' | [ localhost:8080/TestWeb/CheckLanguage w = <« C' | [ localhost:8080/TestWeb/CheckLanguage w =
Welcome filudisauiu
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